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Introduction

This document is aimed to provide solutions to frequently asked questions about
using Synology NAS products with Windows ADS. It should solve most cases.
However, if you still have technical questions, please visit
www.synology.com/support to seek support from Synology.
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Frequently Asked Questions

Q1: How do | join Windows domain?

There are three ways of joining Windows domain.

Note : If you failed to join Windows domain, you can always map the error message
to the error handling below to find out the solution. If the problem still cannot be
solved, please contact us for further assistance. And if you have configured the
default settings of the Domain Controller (DC) such as security policy, please
provide related information to us. If there are any event logs in DC when the joining
fails, please provide them to us too.

Method 1: Use KDC IP to join Windows domain

Step 1: Synchronize your Synology NAS Server’s time to that of the domain
controller. .

Step 2: Enter correct DC IP and domain name. If the domain name is incorrect,
the Synology NAS Server will correct it automatically.

Method 2: Use Full Qualified Domain Name (FQDN) to join Windows domain

You can find the FQDN under Active Directory Users and Computers of the DC (as
marked below).

4 Active Directory Users and Computers i 10O x|
J@ Console  Window  Help | = |5’|ﬂ|
aon wew | & » | Om| B @ @b TS o |
Tree I wzk.ads.com 5 objects
@ Active Directary Users |.Mame I Type I Description
E--@ [CdBuiltin builtinDammain
Builkin DComputers Caonkainer Default container For upgraded computer ¢
[:l Computers Domain Controllers Organization,..  Default container For ness windows 2000 ¢
@ Domain Control | C2FarsignSecurityPrincipals Conkainer Default container For security identifiers (<
D FareignSecurity | [T users Conkainer Diefaulk container for uparaded user accol
1] Users
RS JLI| KN f W
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Step 1: Set the Synology NAS Server's DNS server with your DNS server's IP
address. Make sure domain DNS name can be found on the Synology NAS
Server. You can find how to install DNS server and how to configure DNS
server, and how to examine DNS server setting in Q4: What should | do when
| receive the message “Cannot find the domain workgroup. Please enter a
correct KDC IP"?.

Step 2: Synchronize Synology NAS Server’s time to that of the domain

controller.

Step 3: Join domain with domain FQDN name on the “Win/Mac OS” page of

your Synology NAS Server.

Method 3: Use domain NetBIOS name to join Windows domain

You can find domain NetBIOS name in Active Directory Users and Computers of DC
setting (as marked below).

< Active Directory Users an omputers -
£ Active Directory L d C b g x
& Fle  Action  View Window Help | =& =]
e B e (XEFIE 2 eRLTEE
& Active Directory Users and Computer | Users 39 objects
23 saved Queries Name ¢ [ Deseription | -
=8 [‘i__ldSZDDIS‘Wm €2 Admiistrakor Built-in sccount For admir. ..
-1 Builin
bear
C% g“'"”f’tﬁc’s ol i beararonp
=& Doman Conlrolers 7| x
-] ForeignSecurityPrincipals %g;’é::ﬂ‘w?r: . - —
- LostAndFourd orer ministrators Environment | Sessians | Flemote control | Teminal Services Profile | COM+
(L WTDS Quotas Donend ST Published Certicates | MemberOt | Diskin | Object | Secuity
nsAdmins
%meam Data . General | Addess  Aecount | Piofie | Telephones | Organization
[#-I_] System
4 Users £ 0omain Adrins User lagon name:
€7 Comain Computers [egmotest [GodiZ00zom =
T nomain Contrallers
mDumam Guests IUser logon name [pre-windows ZUUUI
Domain Users |[20520024 Jlspmotestt
dr
!ﬁEnterpr\se Adrins Logon Haurs.. | LogOn To.. |
€ Fredfred
€ croup Policy Craator Ouners I figeount s locked out
Guest Account options:
€T HelpServicesGroup
Briobiat ™ User must change password at nest logan iI
@RAS and IAS Servers I™ User cannat change password
rod ™ Password never expires
£ schema Admins I~ Store password using reversible encryption |
Enoopy hecount supire:
£355UPPORT 38594550 P
o smoGronp @ Hayer
€ synotest]  Endof: [conez= 8R4m0 =l
ﬂ syniotestZ
G synotests
) syriotests ok | caned | s |
!ﬁTelnetClients
G testl User
usa User
$Bsusernonnonnnnze User
3, User10000000105 User
N 2lean liser =

Note: Join domain with domain FQDN name on the “Win/Mac OS” page of your NAS

server.

Q2: Why can’t I join Windows domain even with
KDC IP specified?

There are three possible reasons for this:

1. The KDC and Synology NAS Server are in different subnets. Please make sure
the KDC and the Synology NAS Server are in the same subnet. If not, please
refer to Q11: How do | join domain in different subnets?.
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2. The KDC is not the local master browser. Please modify or add the register key
“MaintainServerList” as “Yes” in
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Browser

\Parameters of the DC.

3. The KDC is not the domain master browser. Please modify or add the register
key “IsDomainMaster” as “Yes (or True or 1)" in
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Browser\Para

meters of the DC.

Q3: What should I do when | receive the
message “Invalid domain name. Please check
the DNS setting of the domain server and use
complete domain name to join”?

1. Please follow the steps below:

Start > administrative tools > Domain Controller security policy > Security
Settings > Local Policies > User Rights Assignment, then double click “Access
this computer from the network” and add “Authenticated Users” to the settings.

2. Please specify the KDC IP on the Ul to join domain, or contact the domain
administrator to confirm the domain name. You can use “full DNS name” (as
marked below) with DNS to join domain.

£ Active Directory Users and Computers -0l =l

J@ Console  Window  Help |_|_|- = i”

| aton wew | & » @Em[FRABIR A VE D |

Tree | wek,ads,.com S objecks

@ Artive Directary Users | ame [ Tpe | Deseription

o2 [CDBuilkin builtinDamain
F-[L] Builkin [(Acomputers Conkainger Defaulk container for upgraded computer ¢
B[] Computers (] Domain Contrallers Crganization...  Default container for new windows 2000 ¢
(& Domain Control | (£ ForeignSecurityPrincipals Container Default container For security identifiers (<
E]D Fareignsecurity | [users Container Default container for upgraded user accol
w1 Users

EFE= 3 | KX | _»i

Note: You also can use the “domain NetBIOS name” (as marked below) to join
domain.
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SEIET
3 Ele Action  Yiew  Window Help | = |
es|BmEs e XFEB R EE TSR
&5 Active Dirertary Lisers and Computer | Lisers 39 ohiects
(11 Saved Queries Hame 7 [ Tvpe | Description 1 -
B @ ads2003.com % Administrator User Builk-in account For admini, .,
€0 buitn bear Security Group - Global
(3 Computers iveargrous o i
B romconsinpss | GCorbhes O =
(23 LostaindFound %g:gi S”""“‘St’am’s Ervrorment | Sessions | Remots control | Teminal Servicss Profils | COM+
(3 WTDS Quotas Eonond s Fubliched Centficates | MemberOF | Diabn | Object | Secuiy
nsédmins
23 Program Data General | Addiess  Accourt | Profile | Telephones | Diganization
21 System € OnsUipdateProxy
4 Usars €T 00main Adring User logon nisme:
gt’u"“'” C“"“”“;e’s [somotesti [@ads2003.com =l
Domain Controllers
@Dnmain Guests IUsel lzgon name [pre-wWindows ZDDDI
ﬁDumain Users I 4052003 II syrotest]
dr
€ Erterprise Admins LogonHows.. | LogOnTa. |
ﬁ fredfred
€5 croup Policy Creator Gmners | oot [acked ot
Guest Aceount gptions:
i HelnservicesGroup
Goootat T User must changs password at nest lagon ﬂ
€0RA5 and 145 Servers I~ User cannat change password
o I~ Password never expires
ﬁjgchama Adrins I™ Store password using reversible encryption ;I
3 snoopy A 0
£y 5UPPORT 38924540 Saunt SHpies
£ 5MhoGrop & Newer
€ synotest]  Endo [200ez= aR24m =l
ﬂ synotesk2
{3 synotests
synotestd ok | cancel | cenn |
!ﬁTelnetChants
G testl User
usa User
$susernnnonnnnnze User
5, User00000000105 User
0 2l e Iser =

Q4: What should | do when | receive the
message “Cannot find the domain workgroup.
Please enter a correct KDC IP”?

Please specify the KDC IP on the Ul to join domain or contact the domain
administrator to confirm the following step.

Stepl: Confirm the complete domain name to join by the following the steps:

Start > Programs > Administrative tools > Active Directory Users and Computers.
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1.{4 Active Directory Users and Computers iy o] |
ﬂ{é Console  Window  Help | 18] =l
Lo uew || = |B[mE DB 2] 280 vEE |
Tree | | wzk.ads.com S objects
<) Active Directory Users | Mame [ Type | Deseription
SR i T builinDomain
-] Builkin [ Computers Conkainer Default container for upgraded computer
B [Z7 Computers (&5 Domain Controllers Drganization...  Default container For new Windows 2000 ¢
{5 Domain Control | CForsignSecurityPrincipals Conkainer Defaul container for security identifiers {2
[#-[_1] ForeignSecurity | [T Users Container Default container for upgraded user accol
L[] Users
| Hid | >l

Note: Take above clip as an example, the full to use should be “w2k.ads.com”, but
not “w2k”.

Step?2: Install DNS server (only if there is no DNS server in domain environment).
Follow the steps below:

Start > Programs > Administrative tools > Configure Your Server Wizard (in

Windows 2003), or, Start > Programs > Administrative tools > Configure Your Server
> Networking > DNS > Set up DNS (in Windows 2000 server) to install DNS.

Step3: Add a Forward Lookup Zones with your domain name (e.g. w2k.ads.com) in
Windows 2000 server:

& Windows 2000 Configure Your Server — Y ]

Configure Your Server

Use the Configure Mew Server wizard to create names databases —
ive Directory called zones — on the server. These databases map DNS host

; narmes to carresponding |F addresses and can be published in Active
File Directory. After you run the wizard, configure your DNS server
properties and populate the zones you created.

ﬁ] DS,

Note
To get started, click your server name in the console tree.

Print

@ Learn maore ahout DS

Step 3-1: Manage DNS. Follow the steps below:

2008-11-14 | ® 2008 Synology Inc. All Rights Reserved. 9
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Start > Programs > Administrative tools > Configure Your Server > Networking
> DNS > Manage DNS.

S _i5ix

|J___,,%,| Console  Window  Help | 2 |E’|5||
[ aton vow || & = |&m| @] 2 |
Tree I
ERTS @ Add a New Zone
E‘B WZK-I5646FF310H
g m%vers Mhme System (DNS) allows a DNS namespace to be divided
T Each zome stores information about one or more contiguous
L=
Mews Window Fram Here
Refrash Fone, on the Action menu, click New Zone.
Help
4 L

Step 3-2: Expand host name, right click Forward Lookup Zone, and click New

Zone.
New Zone Wizard x|
Zone Type Q
WWindows can obtain and store zone information in three different ways. ‘
nilEcttbe une of 2one uoi wantbo create:

&+ Achive Directon-integrated

Stores the new zone in Active Directon. Thiz option provides zecure updates and
inkegrated storage.

" Standard primary

Stores a mazter copy of the new zone in a test file. Thiz option facilitates the
exchange of DMS data with ather NS servers that use text-bazed storage
methods.

" Standard secondary

Creates a copy of an existing zone. Thiz option helpz balance the processing load
of primary servers and provides fault tolerance.

¢ Back I Mest » I Caricel

Step 3-3: Select Zone Type Active Directory-integrated.

2008-11-14 | ® 2008 Synology Inc. All Rights Reserved. 10
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New Zone Wizard x|
Zone Hame Q
“Wwhat do pou want bo name the new zone? ‘

Type the name af the zone [for example, "example. microsoft com.'):

< Back I Hext » I Cancel

Step 3-4: Enter your complete domain name.

In Windows 2003 :

Step 3-1: Manage DNS. Follow the steps below:

Start > Programs > Administrative tools > Configure Your Server > Networking
> DNS.

O -5l
J'E" Console  Window  Help |_|— =l 5”
|J fikion Wiew |J oo | | | £ |

Tree I

3‘ DMS @ Add a New Zone
- wak-18646FF310H
% mwhme Systern (DMS) allows a DMS namespace to be divided
[+ Revers £ : E
7 T Each zone stores information about one or more contiguous
L=3
Tew Window From Here
Refresh Fore, on the Action menu, click Mew Zone,
Help
4| | =

Step 3-2: Expand host name, right click Forward Lookup Zone, and click New
Zone.

2008-11-14 | ® 2008 Synology Inc. All Rights Reserved. 11
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Mew Zone Wizard

Zone Type
The DMN3 server supports various types of zones and storage.

Select the tvpe of zone vou want to create;

py of a zone that can be updated directly on this server.

™ Seccndary zone

_rectes a copy of a zone that exists on another server, This option helps balance
the processing load of primary servers and provides Faulk kolerance.,

= Stub zone

rectes a copy of a zone containing onke Mame Server (MN3), Start of Authority
(5043, and possibly glue Hosk £4) recards. & server conkaining a stub zone is nok
authoritative For that zone,

V¥ store the zone in Active Directory (avaiable only if DS server is a domain contraller)

< Back I Blept > I Cancel Help
&0

Step 3-3: Select the Zone Type you want to create.
|

! Active Directory Zone Replication Scope Q
! You can select how you want DMS data replicated throughout wour network, ‘

Select how wou want zone data replicated:
™ Ta all DMS servers in the Active Direckory Forest ads2003.com

™ To all DMS servers in the Active Directory domain ads2003,com

* To all domain controllers in the Active Direckary domain ads2003.com

Choose this option if the zone should be loaded by Windows 2000 DNS servers
running on the domain controllers in the same domain,

" Ta all domain contrallers specified in the scope of the Following application direckary
parktition:

| TAPIEDirectory. ads2003.cam ¥

< Back I Mexk = I Cancel | Help |

Step 3-4: Select the Zone Replication Scope you want to use.

2008-11-14 | ® 2008 Synology Inc. All Rights Reserved. 12
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Mew Zone Wizard

Zone Mame
Wwhat do pou want bo name the new zone?

Type the name af the zone [for example, "example. microzoft com.'):

M arne:

< Back I Hesxt = I Cancel

Step 3-5: Enter your complete domain name.

Mew Zone Wizard 1 )

Dynamic Update
‘ou can specify that this DNS zone accepts secure, nonsecure, or no dynamic
updates.

X

S

Drynamic updates enable DS client computers to register and dynamically update their

resource records with a DMS server whenever changes occur,

Select the type of dynamic updates you wank to allow:

f* Allow only secure dynamic updates (recommended For Ackive Direckory )
This option is available only For Active Directory-integrated zones.

' allow both nonsecure and secure dynamic updates
Dyvnamic updates of resource records are accepted From any client.

& This option is a significant security wulnerability because updates can be
accepted From untrusted sources.

" Do not allow dynamic updates

Dvnamic updates of resource records are not accepked by this zone. You must update

these records manually,

s

< Back I Mext = I Zancel

Help

Step 3-6: Allow secure dynamic updates.
Step 4: Specify DNS of Domain server to this DNS server.

Step 5: Execute commend “ipconfig /flushdns” on cmd line of DNS server.

Step 6: Execute commend “ipconfig /registerdns” on cmd line of DNS server.

2008-11-14 | ® 2008 Synology Inc. All Rights Reserved.
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Step 7: Execute commend “net stop netlogon” on cmd line of DNS server.
Step 8: Execute commend “net start netlogon” on cmd line of DNS server.

Note: After completing all steps above, the record in the right plane must have at
least the entries SOA, NS, A, as below framed in red.

_i._ dnsmgmt - [DNS, TESTDDZ-WO3E,Forward Lookup Zones'ads2003.com] _ = |EI|5|
'J?;,‘ File  Action Wew Window Help | = Iﬁllﬂ
csEm[ERB2|Sne
F$,| DS ads2003.com 11 recordis)
E- B TESTOO2-WO3E Mame I Type I Data I
£ Forward Lookup Zones & msdcs
E@ ads2003,com D_sites 4
Cl _msdcs [:I_tcp
--CI _sites D_udp
Cl ke o
o [(Jpomainbnszanes
* {3 _udp o
-3 DomainDnsZones DForestD.nsZDnes
-1 ForestDnsZones TAPI3Directary
=3 TAPI3Directary {same as parent folder) Start of Authority (SOAY [31], test00Z-wD3e,ads200. .
-] Reverse Lookup Zones same as parent folder) Mame Server (N3} test002-wi03e, ads2003, com.
[]..@ Event Yiewer {same as parent folder) Host (&) 192,168,203.1
2] testonz-wize Host (A 192,168.203.1

Step9: Examine DNS setting. The DNS server assigned to Synology NAS Server

should be Active Directory-integrated as marked below. You can configure it by
follow the steps below:

Start > Programs > Administrative tools > DNS, expand the host name of DNS
server ,expand Forward Lookup Zones, and right click your domain name.

2008-11-14 | ® 2008 Synology Inc. All Rights Reserved. 14
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ads2003.com Properties | d i

WIMS | Zaone Transfers | Security
General | Start of Authaority [S0A4) I MHame Servers

Status Running Pauze

Type: Active Directory-lntegrated

Replication: Al DMS servers in the Active Directony domain Change...

Drata iz stored in Active Directon,.

Drynamic: updates: Secure anly j

& Allowing nonsecure dynamic updates iz a significant securnity
wilnerability because updates can be accepted from untrusted
SOUICES,

To zet aging/zcavenging properties, click Aging. Aging... |

k., Cancel Spply

Note: If the type is NOT Active Directory-Integrated, click the Change button on the
right hand side and configure it as Active Directory-Integrated as marked below.

Change Zone Type il

Select a zone tppe:

% Active Directon-integrated

Stores the zone data in Active Directony.

" Standard primary

Stares the zone data in a standard test file.

" Standard secondary

Createz a copy of an exizting zone.

k. Cancel

(Windows 2000 Server)

2008-11-14 | ® 2008 Synology Inc. All Rights Reserved.
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TS

Select a zone bype:

Stores a copy of the zone that can be updated direckly,
" Secondary zone

Stores a copy of an existing zone, This option helps balance the processing load of
primaty servers and provides Faulk tolerance.

{~ Stub zone

Stores a copy of a zone containing only NS, S04, and possibly
glue & records. A server containing a skub zone is nok
authoritative For that zone.,

¥ sStore the zone in Active Directory (available only if DNS server is a domain controller)

O I Cancel

(Windows 2003)

Q5: What should | do when | receive the
message “account expires”?

Please contact the domain administrator immediately to examine your account
setting as marked below.

2008-11-14 | ® 2008 Synology Inc. All Rights Reserved.
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test1 Properties 2 x|
Published Certiicates | Member Of | Diskin | Object | Securty
Eniranment I Seszzionz | R emate cantral I minal Services F'ru:ufilel COk+
General I fddress  Account | Profile |~ Telephones I Organization
zer logon name:
| @ads2003.com =l
|Jzer logon name [pre-windows 2000];
|aDs20034 [test1
Logon Hours. . LogOnTa.. |
[T focountis locked aut
Account options;
[ User must change password at nest lagon ﬂ
™ User cannat change passward
¥ Pazsword never expires
[ Stare password using reversible encruption LI
- Account expires
% Mever
€ Endet  [2008% eET16R "
k. I Cancel | Spply I

Q6: What should I do when | receive the
message “this account has been disabled”?

Please contact the domain administrator immediately to enable your account as
marked below.

2008-11-14 | ® 2008 Synology Inc. All Rights Reserved.
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£# Active Directory Users and Computers

@ File Action Wiew Window Help

=10l x|

JRETE

o amls B XERE| 2

CRETLE

| Descripkion ;I

@ Active Directory Users and Computer | Users 39 objects
-] Saved Queries Name | Type /
@ adsZDp?.com Egomain Admins  Copy... Security Group - Global
8 Bcu"tln N Dorain Compu Add to & group... Security Group - Global
@ DEEE; eCrosntroIIers mDomain Contra Mame Mappings... Security Group - Global
(] ForsignsecurityPrincipals ﬂDomain Guests Security Group - Global
(] LostAndFaurd Domain Users Resels#assword, ., Security Group - Global
ﬂEnterprise Adm Mowe... Security Group - Global
(22 NTDS Quokas L
[Z Program Data @GVUUD Policy Ct Open Home Page Security Group - Global
[ System !ﬁSchema Admin: Send Mail Security Group - Global
23] Users mSVNOGroup Security Group - Global
i All Tasks (3
ﬁ Administrator Lser
ﬁ dr Cut User
ﬁ fredfred Delete User
%Guest Rename User
%krbtgt = User
ﬁ snoopy Properties Lser
$SUPPORT 363 pelp User
§7 synotestz
ﬁ synotesk3 User
ﬁ synotesk4 User
ﬁ test1 User
ﬁ usa User
: _}I ﬁ ke i)

Designated ad
All workst atior
All domain con
All domain gue
Al domain use
Designated ad
Members in thi
Designated ad

Built-in accoun

Built-in accour

Key Distributio

This is a vendc

|Changes the account state (enabled)disabled) For the current selection.

Note: The other option is to disable the checked options framed below in red.

synotestl Properties )

Published Certificates | MemberOf | Dialin | Object | Security
Environment I Sezsions | Femote contral | Teminal Services F'n:ufilel COkM+

Gereral I fddress  Account

Uzer logon narne:

Prafile | Telephones I (rganization

2 x|

|s_l,lnu:utest‘| I (@adz 2003, com j
zer logon name [pre-windows 2000]:
|ﬂ«DS2DI33'x Is_l,lnn:utest'l

Logon Haours.... LogOn To... |

[ | fgzournt = locked out

Account options:

i il zer must change password at nest logon

I User cannat change password
[ Pazeword never expires
I Store password wsing reversible encryption

L

—Account expires
& Mever

" End of 2006 SH1EH

[

o ]

Cancel |

Apply |
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synotest1 Properties [

Published Certificates | Member Of | Diakin | Object | Secuity
Envimnmentl Sessinnsl Fiemote cuntmll Temminal Servicez F'n:nfilel COk+
General I Addrezs ACCDLI% | Frafile I Telephones I Oroanization

zer logon name:

2]

I @adz2003. com j
IUzer logon name [prewindows 2000]:
jaDs2003 [synotest]
Logon Hours. . LogOn Ta... |

¥ Account iz locked out

Acocount options:

[ Password never expires

™ User must change password at nest logon
[ User cannat change password

[ Store password using reversible encryption

—Account expires
¥ Never

 Endof  [2008F sH248

o]

Cancel |

Apply |

Note: If your account is often locked, please check account policy setting. Follow the

steps below:

Start > Programs > Administrative Tools > Domain Security Policy > Account

Policies.

Q7: What should I do when | receive the
message “this account cannot logon at

present”?

This suggests your account is not in the permitted at specific logon hours, please
contact the domain administrator to enable it.
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=i
Published Certificates I tember OF i Tk i -DK
Environmentl Sessions | Remate contn e A e B I e e e B
General | Address -&CCQN I Fn ﬂl
User logon name:
Is_l,lnotesﬂ r
User lagon name [pre-windows 2000); ! " Lagon Pemitied
[AD5z003 | " Logon Denied
I Logon Hours.... I LogOnTo..
[T fcoount islocked out
Account options:
I™ Usermust change password at e 2EAR thiough 8873 from £2F 12.00to 4 12:00
™ User cannot change password
[ Paszword never expires
[ Store password using reversible encryption ﬂ
—Account expires
& Never
" End of |2008% a8 16R |
0K Cancel | Apply |
Q8: What should I do when | receive the
[11 M 7
message “cannot logon to the workstation” ?
This suggests logon workstations list does not contain the domain server, Please
contact the domain administrator to add the server.

Published Certiicates | MemberOf | Diakin | Object

Enwironment I Seszions I Fiemote control i Terminal Services Profilei COM+

General I Address  Account | Profile I Telephones I

User logon name:

I Security I Computer name, type the computer's NetBIOS or Domain Mame

Spztem [DMS] name.
Organization Thiz uzer can log on to:

= 4ll computers

[snotest | @ads2003.com

Uszer lagon name [pre-windaws 2000]):

j % The following computers

Computer name:

|ADS2DD3\ Isynotest‘l

Logon Hours. .. |I LogOnTo... I

[T &count iz locked out

Account options:

N |

com-1 Edit
caor-2
cam-3 Bemove

™ Uszer must change password at nest logon
[~ User cannot changs password
[~ Pazsword never expires

™ Store password using reversible encryption

Il

—Account expires
5 Hever 0k I Cancel
CEndol  [z006% 8F1EE =
0k Cancel | Sppli |
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Q9: What should I do when | receive the
message “Permission denied. Please use
domain Admins to join”?

The account needs to be a member of Domain Admins in order to join, please
contact the domain administrator to examine the account setting.

Administrator Properties i el

Envimnmentl Sessinnsl Remote n:u:untru:ull Terminal Services F'ru:ufilel COk+
General | Address I Azcount I Frafile I T elephones | Crganization
Publshed Certicates ~ Member0f | Dialin | Obiect | Security

M ember of;
I ame | Active Directory Folder |

Adriniztrators adz2003. conndB uiltin
D amain Admins ads2003. cam/lzers
Comain Osers adza0 comJsers
Enterprize Adming  adz2003.com/Uzers
Group Policy Cre...  adz2003.com/Uzers
Remate Dezktop ... adz2003.com Builtin

Schema Admins ads2003. cam.zers

Add... | Bemove |

s

Frimary group: Domain Users

There iz o need to change Primary group unless
you have Macintosh clients or POSE-compliant
applications.

k. I Cancel Spply

Set Primary Group |

Q10: What should | do when | cannot access
shared folders as a domain user even with the
correct password?

Please follow the steps below to solve this problem:
Stepl: Make sure settings of the account in the DC are all correct.

Step?2: Make sure to synchronize the time of the Synology NAS Server with that of
the DC.
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If you are accessing shared folders through Samba connection or mapping network
drive, please try to use IP address of the Synology NAS Server instead of NetBIOS
name of the Synology NAS Server.

Step3: Please try to use both domain names $(domain_nebios_name)\$(user_name)
and $(domain_FQDN_name)\$(user_name) when accessing shared folders.

Note:

=

If you still cannot access shared folders, please contact Synology for further
assistance.

If you can only access the Synology NAs Server with IP, it means the PC'’s time
setting is not synchronized with that of domain controller and the Synology NAs
Server. If the time setting is synchronized, then users can use NetBIOS name of
the Synology NAs Server to map network drive.

n

Q11: How do | join domain in different subnets?

Stepl: Add a WINS server which is in the same subnet with the DC. (Go to Control
Panel > Add or Remove Programs > Add/Remove Windows Components > Network
Services to add, as below framed in red).

8 Add or Remove Programs - L ;Iglil
Currently installed programs: [T show updates Sork by IName Vl

m Adobe Download Manager 2.0 ({# fH{ERE)

Click here f RIS Components Wizard

rarely

Windows Components

To remove “r'ou can add or remove components of ‘Windows. )l pove |
il Adobe Rea A1ME
& Adobe@ Pr To add or remove a component, click the checkbox A chaded box means that only .33ME
part of the component will be installed. To zee what's included in a compaonent, click
@ Mogzilla Firel Details. B1IME
% MWWSnap 3 Companehts: 95ME

jﬂ HOD22EE2 ﬁlntemet E=plorer Enhar?cetd Security Configuration

' "M anagement and Monitoring T ools

O\ Synology & 39ME
-;? Svnology D .0BME
ﬁ! WanDyke S0 50ME
E e B Networking Services N x| -
= . To Toadd or remove & component, click the check bow. & shaded box means that only part

!é Windows In 5 of the component will be installed. To see what's included in a component, click Detalls. S7ME
ﬁl Windaws 5 Subcomponents of Netwarking Services:

¥ ¥ahoo! 5 & [ J= Dynamic Host Configuration Protocol [DHGP) 00ME =] |92ME

O Internet Authentication Service 0OME
O g Remaote &ccess Quaranting Service 0.1 ME
[ B RPC gver HTTP Prosy 0.0 ME
B Simple TCPAP Services 0.0MB

:EL Windows Internet Mame Service [WINS) [:l) 0.9 MB

Description:  Setz up a DMNS zerver that anzwers query and update requests for DNS
names.

Total disk space required: 4.4 B Bietais
Space available on disk: 53928 MB 4'
ok I Cancel |
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Step2: Add the WINS server to the DC (Go to Local Area Connection > Internet
Protocol (TCP/IP) > Properties > Advanced > WINS > Add ).

@ Local Area Connection Properties 5 ]|

Metwarking |

Connect using:
EIE Broadcom 440 10100 Integrated Controller

Configure... |

This connection uses the following items:

"8 Client for Microsoft Networks

81005 Packet Scheduler

.@, File and Prirter Sharing for Microsoft Networlks
B % Intemet Protocol Version 4 (TCP/1Pvd)
W i Link-Layer Topology Discovery Mapper 10 Driver
<& Link-Layer Topology Discovery Responder

Install... Wrnpztall | | Properiies I

— Description
Transmission Control Protocol /Intemet Protocol. The default

wide area networlc protocol that provides communication
across diverse interconnected networks.

O Cancel
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Internet Protocol Version 4 (TCP/IPv4) Properties ﬂ x|

General | lternate Configuration |

‘You can get IP settings assigned sutomatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

iy Obtain an IP address sutomatically:

—{"" Uze the following IP address:

[P address: I

SUbmEL mast |

Defaulk natewas: I

" Obtain DNS server address automatically

—i% se the following DNS server addresses:

Preferred DS server: |12?. g . . A5

Alternate DMS server; I

Advanced...

oK I Cancel

Step3: On the same page, select “Enable NetBIOS over TCP/IP".

Advanced TCP/IP Settings I ed s

IPsettings | ONS  WINS |

mWINS addresses, in order of use;

]
3

Add... Edit. ., Remove |

If LMHOSTS lookup is enabled, it applies to all connections for which
TCP/IP iz enabled.

¥ Enable LMHOSTS lookup Import LMHOSTS. .. |

~MetBI0S setting

" Default;
lse MetBIOS setting fram the DHCF server, If static IP address
is used or the DHCP server does not provide MetBIOS setting,

_ enableMetBIOS over TCRAP,
{%" Enzhle NetRIOS over TCP/IF
{" Dizable NetBIOS over TCP/IP

ok I Cancel
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Step4: Add the WINS server to your Synology NAS Server (Go to “Network Services

> Win/Mac OS” page)

Q12: What should | do when | receive the error
message “Failed to connect to the server. The
client may not to be connected with the server
or the client does not pass the authentication.
(Error code: 1240) when using domain user
map to drive by assistant”?

Follow the steps below when you received the error message:
Stepl: Type “regedit” in commend of windows client.

Step?2: Set RequireSecuritySignature to 0. The path is:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\LanmanWorkstatio

n\Parameters\RequireSecuritySignature

Q13: Why can’t some domain users log in or
map drive while others can?

Follow the steps below to solve this problem:

Step1: Delete accounts that cannot log in from domain server and re-create them.

Step?2: Reboot the Synology NAS Server.

Step3: Please examine domain FAQ Q10: What should | do when | cannot
access shared folders as a domain user even with the correct password?
about the issue of time synchronization with PC.

Q14: Why can’t any domain users within my
domain log in or map drive?

Follow the steps below to solve this problem:
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Step 1: Make sure the domain controller is activated and functions properly.

Step 2: Make sure network connection between the Synology NAS Server and the
domain controller is good, including firewall setting.

Step 3: If step 1 and 2 help solve the problem, please then try to log in or map
network drive again. If step 1 and 2 does not work, please try to leave the domain
and re-join again.

Q15: Why can’t some domain users access the
Synology NAS Server after privileges are set?

If domain users cannot access the domain after their privileges being set, follow the
steps below to solve the problem.

Stepl: Have domain users leave the domain first.
Step2: Upgrade the Synology NAS Server to firmware version 0700 or onwards.
Step3: Have domain users re-join the domain.

Note: Synology Disk Station Manager version 0700 and onwards ensure larger
domain support.

Q16: How do | join domain in a Windows server
2008 domain controller?

Follow the steps below to join domain hold by Windows server 2008:
Stepl: Upgrade the Synology NAS Server to firmware version 0700 or onward.

Step?2: Enable the domain controller’s security policy “Allow cryptography algorithms
compatible with windows NT 4.0” by following the steps below:

Step2-1: Run command “gpmc.msc” in command prompt of Windows server
2008.

Step2-2: Go to “Group Policy Management > Forest > Domains > Your domain
> Group Policy Objects”, right click “Default Domain Controller Policy”, and
then click “Edit”. (do not understand this sentence)
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EIE
_-;-; File  Action View ‘Window Help |;|i|1|
| #[Ee (X oldE

_é Group Policy Management
=] _ﬁ Forest: PHCDC, SYNO.COM
& (&5 Domains
Bl g PHCDC.5YNO.COM
[ Default Domain Policy
| Domain Controllers
roup Policy Objects
DETa0T Domain Policy
WMI Filters
L&) Starter GPOs
& sites
v Group Policy Modeling
(%) Group Policy Resuits

Default Domain Controllers Policy
Scope | Details | Settings | Dielegation I
Links

Display links in this location | PHCDC.SYNO.COM

The following sites, domains, and OUs are linked to this GPO:

=l

Location = | Erforced [ Link Enzbled [ Path
(2] Domain Controllers Ne Yes

4

PHCDC.5Y

2

Security Fltering
The settings in this GPO can only apply ta the following groups, users, and computers:

Name =

82 Autherticated Users

Add... Remave | Properties |

WHMI Filtering
This GPO is linked to the following VWWI filter:

I:none;

j pen

Step2-3: Go to “Default Domain Controller Policy > Computer Configuration >
Policies > Administrative Template > System > Net Logon”, enable the policy
“Allow cryptography algorithms compatible with windows NT 4.0".

i
File Acton View Help
«=s | 2= EH= B

L5 Default Domain Controllers Polic 4 |
Bl & Computer Configuration

= [ Paolicies
Saftware Settings
Vindows Settings
Administrative Temg
~| Control Panel

O®EH

Display Properties

Reguirements:
At least Windows Vista

B [ System Description:

Device Inst;
| Disk NV Cac
| Disk Quotas
Distributed
Driver Instz

| Group Polict
| Internet Ca

| Locale Serv
Logon

| MetLogon
| NTFS Filesy
| Performanc

domain controller,

compatible with Windows NT 4.0

This setting controls whether the Net
Logon service will allow the use of
older cryptography algorithms that
are used in Windows NT 4.0. The
cryptography algorithms used in
Windows NT 4.0 and earlier are not
a8 secure as newer algorithms used in
Windows 2000, Windows XP,

ndows Server 2003, Windows
vista, and this version of Windows.

By default, Met Logon will not allow
the older cryptography algorithms to
be used and will notindude them in
the negotiation of cryptography
algorithms, Therefore, computers
running Windows MT 4.0 will not be
able to establish a connection to this

B Netlogon

Allow cryptography algorithms

|»

If this setting is enabled, Net Logan

5 L I

stting | 5
J| DC Locator DNS Records

] }'Mlnw cryptography algorithms compatible with Windows NT 4.0 | En
f| Contact PDC on fogon failure Mot cg
| Initial DC Discovery Retry Setting for Background Callers Mot cc
F| Maximum DC Discovery Retry Interval Setting for Background Cal...  MNoteog
| Final DC Discovery Retry Setting for Background Callers Mot ec
| Positive Periodic DC Cache Refresh for Background Callers Mot cc
£ Log File Debug Output Level Mot cc
f| Expected dial-up delay on logon Mot eg
E| Maximum Log File Size Mot cg
F| Megative DC Discovery Cache Setting Mot og
f| Netlogon share compatibility Mot e¢
£ Positive Periodic DC Cache Refresh for Non-Background Callers Mot cc
£ Scavenge Interval Mot cc
| Site MName Mot cc
E Sysval share compatibility Mot cc

KN

Extended

ower Mani o | | will allow the negotiation and use of
i _I P i R
L Standard /

| 15 getting(s)

Step2-4: In command prompt, type “net stop netlogon” and enter.

Step3: Setting the Synology NAS Server's DNS server, make sure the Synology
NAS Server can find FQDN name of domain. (Normally, the domain controller is the

DNS server)

Step4: Setting the Synology NAS Server’'s NTP server as the domain controller, and
then synchronize time setting immediately
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Step5: On the Synology NAS Server management Ul, enter the NetBIOS name or
FQDN name of win2008 domain to join Windows server 2008 domain.
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Document Revision History

This table describes the changes to the Synology NAS Server Windows ADS FAQ.

Date Note

2008-11-14. Document originally released

2008-10-31 Document drafted
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